
Forensic Accounting: 
Blockchain Technology Promise, 
Methods, Hurdles & Way Forward

Lakshmi Rao & Gaurav Mehta



550+ million investors across world



Tip of iceberg

Innovation of Blockchain

Reimaged Bookkeeping, Accounting & Auditing

Advent of Third Party Bookkeeping

Implication beyond Currency & Finance

And… Realiable Source of Truth?



Billion dollar question of digital world:
How to prove something exisited at some point of 

time or belongs to someone?

Technically?



A for Apple, B for Blockchain

✓ Too Simplified: A chain of blocks of information – a log or <ledger=

✓ Comprehensive, timestamped, updated in real-time, encrypted & immutable

✓ Public, Private & Hybrid Blockchains

✓ Prominent Use case: Cryptocurrency, Smart Contracts, Data Management, 

Intellectual Property Province, Protection and evolving



Problem of Double Spending 
in Digital World



Payment System/Trust System



Source: Two examples of ledgers: a centralized and a distributed one. From 10ZTalk.



What is Blockchain?

<The Blockchain is an incorruptible digital 
ledger of economics transactions that can be 

programmed to record not just financial 

transaction but virtually everything of value.=
Don & Alex Tapscott, Blockchain Revolution 2016





How does it work?

1. Picture a google spreadsheet.

2. Duplicated by 1000’s of people across world
3. Listening for changes and validating and 

updating every 10 minutes (Bitcoin Blockchain)

4. If information matches with local copy – Vote 

yes else no.

5. No single node or centralized version





What is incentive for people 
copying spreadsheet on computer 
and validating transactions?

Why?



Definition 1: Hybrid of money, stock and asset class.

Definition 2: Digital Gold or Gold 2.0 which can 

never be more than 21 million.

Definition 3: Decentralized currency which is based 

the rule of mathematics.

Definition 4: Technology innovation that reimagines 

asset class and disruption of money and payment 

infrastructure across the world with core philosophy 

of de-monopolizing money printing business of 

government.  

What are reward points?



Sweet Conclusion





Contract Deployed on Blockchain?













https://forkast.news/headlines/china-courts-judicial-blockchain-platform/

https://government.economictimes.indiatimes.com/news/technology/delhi-govt-
clears-way-for-fsl-to-use-blockchain-technology-against-evidence-
tampering/97373749



Use Cases
Applied in number of business vertical and 

use cases

➔ Timestamp

➔ Provance

➔ Chain of Custody

➔ Tokenization of assets

➔ Credentials, Certificates

➔ Land Records, Bonds

➔ More ongoing experiments



$1.5 trillion
Trillion dollar economy - Exchanges, NFT (IP), Decentralized Finance 

(DeFi) & Many more



Blockchain auditing & 
forensics mandatory skill 
for future?

Comment Yes/No



● Reading blockchain data, Smart Contracts or any other functional 

program of feature deployed on the blockchain

● Gather information from the blockchain analysis

● Inference of those discovered information to achieve goals

● Using gather information to technically supplement XYZ claims

● Majority today: Auditing cryptocurrency transaction for variety of 

purposes.

What do you mean by Forensic 
Auditing of blockchain?



Where do we start?

Trillion dollar economy - Exchanges, NFT (IP), Decentralized Finance 

(DeFi) & Many more



● Mining – Run advance computer 24*7 and make bitcoin with your 

computing power

● Purchase – Find someone or exchange. Hand over currency and convert 

to Bitcoin

● Service – Provide services and get paid in Bitcoin. Sell goods and get 

paid in bitcoin

● Frauds, Scams and other illicit activity

● Other cases like NFT – It can be website or P2P.

How do acquisition happen?



● Customer buys/earn cryptocurrency from various sources and 

deposits on exchange

● Customer purchase cryptocurrency and moves off the grid

● Customer purchase cryptocurrency and transfer to international 

accounts or party

● Customer creates account on international exchange transfer 

funds and purchase crypto there.

● Customer purchase crypto, move to another exchange, buy 

another currency, move back crypto to first exchange – arbitrage 

and layering

● Customer purchase crypto and convert to another crypto and pay 

for illicit activities

What happens at Exchange?



How exchange work?



Email Address

Password

Email Service Provider – Gmail, 

Yahoo, Hotmail etc

Email Address/Public Address

Password/Private Key

Wallet Service Provider – Open Source 

Code, Exchange, Wallet Service provider, 

Hardware etc

What is wallet?



Offline/Non-KYC Wallet



● Scenario 1: Good Citizen – Go to exchange, provide 

KYC and created wallet

● Scenario 2: Bad Citizen – Creates self hosted wallet

● Go to website: www.bitaddress.org

● Move mouse

● Bitcoin wallet is ready

Lets make cryptocurrency 
wallet

http://www.bitaddress.org/




Software Wallet



Cold Wallet



Wallets at Scale?

● Past – Limited bank accounts

● Future – Unlimited accounts

● Past – Some other 300 ways/scenarios of laundering

● Future – Technology driven activities/scenario's

● Past – Manual and cumbersome work (reached limited people)

● Future – Automated and at scale (Reaching millions)



Public & Private Key





Public Ledger – Blockchain Transactions



Types of cases 













Why Crypto Adaption by Criminals?

● Because you are scared of cryptocurrency.

● Because you are laggard in adaption of innovation.

● Because they face highest resistance in conventional financial system.

● Believe, cryptocurrency is anonymous.

● Portability, Security & Ease of use.

● Has international liquidity and acceptance.

● Potential tax havens (Government unable to track?)



Lets look at some practical



Curious 

case of 

GainBitcoin

in India.

~1,00,000 customers

~5 lakh BTC volume

Source: ACFS & Chainalysis. Copyright with respective owners



Fundamental



Case Briefing



With preliminary digital forensics, we were able to identify one of the wallets 

associated with accused. 

Source: UFED Cloud Analyzer Report

Email Discovery



Blockchain Forensic Analysis
14bCANFsKnKS1358bkvdzT2dCTUZjAW5Vs
Wallet discovered with accused criminal was kept on watch list to monitor movement of cryptocurrency. On 5th

Feburary, 2021 at 18:21hours crypto currency were consolidated and transferred to wallet which is further 
analyzed in next slide. 



Blockchain Ledger Data
bc1qehlwy63ssgheusehduwj4jddn45txwkzy3tl0z

Upon analysis it was found that wallet had only 2 transaction. 1 input and 1 output indicating its use for 
layering. Hypothesis was further validated by time different between input and output wallet which us under 
~1 hour.



Blockchain Ledger Data
1FQqMT4X899o53t2RDsbxhSEJNtezUaGc3

Upon analysis of wallet address it was discovered that wallet has directly deposit to 1NDy wallet which belongs 
to Binance. 



Somewhere, 

bitcoin will be 

converted to 

INR or Dollar.

Who eats crypto?





Israel’s National Bureau for 
Counter Terror Financing 
(NBCTF) 

PhilistAli Ismail Shafiq Abualkas
13iQsrwBYdrLpnitG5EV79o3PeHjH8XUBc

Mahmoud Madhat Ahmed Baroud
1GALPyvUDDXqA6H2eHQ9Y1yidfQ6T1Drvn

Tareq Alla Mohammedali Baraaasi
1Lm9BCDUKoBUk888DCXewM5p8bJyr83cEp​ 

Mahmoud Mohammed Mahmoud Ayesh
164fawNZVwsR5SamAJypvCMtkMx4Xv1B3f ​



Source: ACFS & Chainalysis. Copyright with respective owners



Source: ACFS & Chainalysis. Copyright with respective owners



Source: ACFS & Chainalysis. Copyright with respective owners



How does mixer work?



Source: ACFS & Chainalysis. Copyright with respective owners



Source: ACFS & Chainalysis. Copyright with respective owners





You can rely on:

● Blockchain Ledger 

(www.blockchain.com)

● Blockchain Forensic Tools 

● Blockchain Forensic Expert

● OSINT

● Exchange Trading Data

http://www.blockchain.com/


Practical Problems



Data to Evidence

1. Admissibility of Blockchain Evidence

2. Different from Blockchain Based Evidence

3. National Exchanges: Section 91

4. What if exchanges are International?

5. Section 65B in The Indian Evidence Act, 1872

6. Desi Jugaad – Statement Request from Criminal



Questions?
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